Health Records and Information Privacy – Guidelines for medical students*

This document is intended to summarize the essential elements of health records information privacy matters as they relate to medical students. It is not exhaustive and students are encouraged to inform themselves further, particularly using the reference materials, from which much of the following information is derived.

The principles which arise from the Health Records Information Privacy Act 2002 (NSW) [HRIP Act] outline the law in this area and must be understood and adhered to.  Beyond that, the principles form part of the knowledge which will underpin your career as a medical practitioner or medical researcher who operates ethically and with the best interests of patients and the community.  What you learn here and in your clinical training will not only provide a framework for your activities as a student but will also provide valuable information and skills which will equip you to deal with your patients’ information professionally, legally and with integrity throughout your career.

The Health Records Information and Privacy Act 2002 [NSW]

The Health Records Information and Privacy Act 2002 commenced on 1 September 2004.  

The Act, being specific to health information, provides a legal framework for privacy in this area as well as providing a complaints mechanism and an avenue for patients to seek access to their own health information records.  

The purpose of the Act is to “promote fair and responsible handling of health information” by protecting the privacy of an individual’s health information and enabling individuals to access their health information.  

The objects of the Act are

(a) to balance the public interest in protecting the privacy of health information with the public interest in the legitimate use of that information, and 

(b) to enhance the ability of individuals to be informed about their health care, and 

(c) to promote the provision of quality health services. 

Under the Act, patients have the right to expect that their health information will not be given to another person unless this is important for their health care.  

The legislation should not be seen as an impediment to providing quality health care, in fact by ensuring appropriate protection of health information the legislation assists in this objective.

What information does it cover?

The Act is interested in protecting the privacy of health information which identifies or could potentially identify an individual. The Act does not apply to health information which is neither identifiable nor potentially identifiable, including statistical or other aggregated information.  Where information is de-identified, it can be used and disclosed subject to any other statutory requirements

What are the Health Privacy Principles?

The Act by defines 15 Health Privacy Principles [HPP].  ..Some of the HPP are more relevant than others to medical students, however all are important to health privacy generally..

The NSW Health Privacy Manual (Appendix 2) provides a useful summary of the HPP. It defines personal health information as ‘being personal information that is identifying information collected from or about individual people in order to provide them with health services.’   For a full definition of ‘health information’ from the HRIP Act, see Appendix 1.
In the context of Area Health Services, health facilities and hospitals, use of personal health information is the communication or handling of information.  Disclosure is the communication or transfer of information outside the hospital, facility or Area Health Service, by giving a copy of the information to another organisation or individual, by allowing another organisation or individual to have access to the information or giving out summaries, or by communicating the information in any other way.

“Potentially identifiable” refers to data or records from which names and addresses have been removed but from which it might still be possible to identify an individual indirectly  eg by medical record number or the specificity of the information.

What is a primary and secondary purpose?

The Act allows health information to be used or disclosed for the primary purpose for which it was collected, Most often this will be for the provision of health care eg you are the doctor or student admitting the patient to hospital and you write down your history/examination which forms part of the medical record

Health Information may also be used or disclosed for a directly related purpose to the primary purpose.  A directly related purpose would be one which the patient would reasonably expect the information to be used.  This will include a number of circumstances including the provision of on-going care to the patient.  

Use and disclosure for a secondary purpose is not permitted except in certain circumstances.  These include for a directly related purpose as outlined above; where the individual has consented to such use or exposure and where the use or disclosure is for management, training or research purposes.  The use for the secondary purpose of ‘training’ is what we rely upon in the case of medical students.  More detail on this and the conditions under which it operates are provided later in this document.

There are also other uses of health information which the Act authorises which relate to police and other investigations.  

What is consent? 

One of the cornerstones of health information privacy matters is the concept of consent.  Generally, health information may be used or disclosed where the patient’s consent to such use or disclosure has been gained.  .  

Understanding when consent is needed, learning how to gain informed consent and respecting the right of patients to refuse consent are important aspects of the legislation and of the responsibilities which reside with all health care providers, including medical students.  

NSW Health sets out the elements of consent as follows:

· Consent must be informed.  That is, there must be reasonable efforts to ensure that the person concerned has information to understand what they are consenting to, why it is necessary or desirable, and what may be the results of both consenting and of not consenting.

· In order to be informed, the consent should also be reasonably specific.  Reliance on general or blanket consents can be problematic if the patient later indicates they were not informed of the particular usage proposed.

· A consent should be freely given.  That is, the person must not be coerced, pressured or intimidated.  They should not feel they have no choice or that they do not have enough time to make up their mind.

· A consent should only be sought from a person who has capacity to consent (this refers to patients with temporary or permanent intellectual impairment)

· A consent should be timely.  The validity of a consent is more likely to be questioned where a lengthy period of time has passed or the patient’s personal situation has changed so markedly that there are grounds to suggest their views may have changed.

· Consent can be obtained in writing or verbally, but when obtained should always be noted in the file.

As a medical student, you will be taught and reminded on many occasions about consent, including formal sessions on gaining consent. Pages 13, 14 of the NSW Health Privacy Manual expand on this further and there is a reference Powerpoint presentation accessible at all times on webCT (put in address). 

Upon What Grounds can Students have Access to Health Information?

The legislation recognises a number of instances in which it is permissible to depart from the central tenant of its focus, namely ensuring that only those who need to access health information for the purpose for which it was collected are able to do so.  

The most significant exemptions from a student viewpoint are to be found in HPP 10(1)(e) and HPP 11(1)(e) which describe the ‘Training Exemption’. This allows an exception to the ‘non-use for secondary purposes’ rule, so that for the purposes of training, students may have access to health records with the approval and under the direction of their supervisor.  Where this occurs in the process of health care being provided, it is accepted that it may be impractical and /or impossible to de-identify the health information eg when reporting on patients at a ward round or clinical meeting.  

The NSW Health Privacy Manual notes that medical students enrolled in recognised teaching institutions may have access to health records with the approval and under the direction of their supervisor if that access is sought in respect of their education program at the health facility.  However, patients may refuse to have a student participate in their treatment, it should not be expected that all patients will wish to have student participation and this must be respected. Further, it is noted in the Statutory Guidelines that the Area Health Service may decline to allow certain health information to be disclosed to students even where the disclosure would be in accordance with the Guidelines and the Health Privacy Principles.  Again, any such decision must be respected by students.

There are also many instances where students use health information out of the clinical care situation, eg writing up assignments or projects. In these circumstances, where the use of information is not directly contributing to the care of the patient, a process of de-identification will be required,  once your supervisor is satisfied that the de-identification can take place without compromising the integrity of the assignment. 

What will patients understand?

The NSW Health Privacy Manual provides an example of a pamphlet about privacy issues to patients, which mentions students and training.  Many Area Health Services have printed such pamphlets (an example is included as (Appendix 4).

So what does it mean for me as a unsw medical student? 

While a UNSW student on clinical placement, your lawful access to health information will be permitted in certain circumstances under the Training Exemption.  As such, access, use and disclosure, as well as any other requirements under the Act must be in accordance with the Statutory Guidelines on Training.

The key features of the Statutory Guidelines include:

· Understanding that each time a person’s health information is used or disclosed without their consent for the purposes of training, the public interest in training is being given priority over the public interest in the protection of privacy.  

· The dignity and privacy of the individual must be respected at all times.

· The Area Health Service must ensure that prior to the use or disclosure of health information for training each student signs an undertaking stating that they have been made aware of the requirements of the HRIP Act Health Privacy Principles, and that they understand they are required to comply with these.  You may be required by the Area Health Service to sign such an undertaking.  

· Notes and records made by persons being trained [for the purposes of training rather than health care] which contain identifying data to be kept to a minimum.

· Appropriate security measures for the protection of the health information 

How do i de-identify a patient? 

First, decide if de-identification is necessary and/or possible, as above.

Second, remove references to the person’s name, MRN and any other identifying feature.. This may include mentioning their occupation eg “local MP for xxx”, place of birth or a remarkable physical feature. Don’t forget, someone may be identified by the combination of descriptions of various aspects of their life. An MRN alone can be considered an identifying factor within a hospital.

 Some helpful hints; Use initials; quote age not date of birth (unless particularly relevant); avoid specifics in describing where they live or work.

Be very careful of storing, photocopying and disposing of notes from which identification can be made. These should be shredded.

For many assignments, an identifying feature (eg medical record number) will be asked to be handed in separately to the assignment so that verification of authenticity of the patient, and lack of duplication of another student’s work, can be established. It will also be a requirement of many projects and assignments that a reflective paragraph be included, outlining the particular privacy and consent issues involved and how these were addressed by you.
Please, make every effort to understand and comply with the legislation. You will find it improves your understanding of the patient as an individual.

Summary

Where health information is de-identified or is not potentially identifiable it is not the subject of the Health Records Information Privacy Act 2002.  

The Act is concerned with health information which identifies an individual or health information which is potentially identifiable.

Health information may be used or disclosed where the patient’s consent to such use or disclosure has been gained.  

The consent must be informed consent, willingly given by a person who has 
the capacity to do so

Relevant documents 

Please access the documents below, from the common link: http://www.lawlink.nsw.gov.au/lawlink/privacynsw/ll_pnsw.nsf/pages/PNSW_03_hripact
1. Health Records and Information Privacy Act 2002 (NSW)

2. Health Records and Information Privacy Act 2002 (NSW), Handbook to Health Privacy 
3. Health Records and Information Privacy Act 2002 (NSW), Statutory guidelines on training.  

4. Health Records and Information Privacy Act 2002 (NSW), Schedule 1 Health Privacy Principles
Other documents:
5. NSW Health Privacy Information for Patients http://www.health.nsw.gov.au/privacy/
6. NSW Health Privacy Manual 
http://www.health.nsw.gov.au/privacy/resources.html
Note, Students are likely to find the NSW Health Privacy Manual very helpful in understanding the area of health records and information privacy.
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Appendix 1

6 Definition of "health information"

In this Act, health information means: 

(a) personal information that is information or an opinion about: 

(i) the physical or mental health or a disability (at any time) of an individual, or 

(ii) an individual's express wishes about the future provision of health services to him or her, or 

(iii) a health service provided, or to be provided, to an individual, or 

(b) other personal information collected to provide, or in providing, a health service, or 

(c) other personal information about an individual collected in connection with the donation, or intended donation, of an individual's body parts, organs or body substances, or 

(d) other personal information that is genetic information about an individual arising from a health service provided to the individual in a form that is or could be predictive of the health (at any time) of the individual or of any sibling, relative or descendant of the individual, 

but does not include health information, or a class of health information or health information contained in a class of documents, that is prescribed as exempt health information for the purposes of this Act generally or for the purposes of specified provisions of this Act. 


Appendix 2

Summary of Health Privacy Principles [HPP] as provided in the NSW Health Privacy Manual.

COLLECTION PRINCIPLES

HPP 1
Purposes of collection of personal health information

Personal health information must be collected by lawful means and for a lawful purpose.

The purpose must be directly related to, and reasonably necessary for, an organisation’s functions or activities.

HPP 2
Collection and information sought to be relevant, not excessive, accurate and not intrusive.

HPP 3
Collection from individual concerned

Personal health information must be collected from the individual it relates to, unless that is unreasonable or impractical.

HPP 4
Individual to be made aware of certain matters

Reasonable steps must be taken to inform the individual about how the information may be used, who may access it, and the consequences of not providing it.

The individual should be told what agency is collecting the information and that they have a right to access it.

This information should generally also be given to the individual where information about them is collected from someone else, unless certain exemptions listed in the Act and the Guidelines apply.

SECURITY PRINCIPLES

HPP 5
Retention and security

Personal health information held by public health agencies must be securely housed and protected against loss or misuse.

Information must be kept only as long as is necessary for the purpose (or as required by a law, such as the State Records Act 1998), and must be disposed of securely.

ACCESS AND AMENDMENT PRINCIPLES

HPP 6
Information about personal health information held by organisations

Organisations that hold personal health information must allow individuals to find out whether they hold information about that individual and, if so, what kind of information they hold, what it is used for, and whether and how the individual can access it.

HPP 7
Access to personal health information

Individuals must be allowed to access the personal health information an organisation holds about them.

This must be done without excessive delay or expense.

HPP 8
Amendment of personal health information

Individuals may request that their personal health information be amended to ensure that it is accurate, relevant, up to date, complete and not misleading.

Organisations must either make the requested amendments or, if requested, attach to the information a statement by the individual of the amendment they sought.

ACCURACY PRINCIPLES

HPP 9
Accuracy

Organisations must take reasonable steps to ensure that the personal health information they hold is relevant, up to date, complete and not misleading.

USE PRINCIPLES

HPP 10  Limits on use of personal health information

Personal health information can be used for the purpose for which it was collected or a directly related purpose.

Information may be used for other purposes only in circumstances defined in legislation.

This includes where the person has consented to the use, there is a lawful excuse or the use is a ‘directly related purpose’ such as management and training, research, investigation and law enforcement and serious threats to individuals or the public.

DISCLOSURE PRINCIPLES

HPP 11  Limits on disclosure of personal health information

The provisions for disclosure of personal health information are the same as those for use of this information.

They also include a provision that a person’s personal health information may be disclosed to immediate family members for compassionate reasons, provided that this is not contrary to the expressed wish of the individual.

OTHER PRINCIPLES

HPP 12  Identifiers

Identifiers can only be applied to personal health information if this is reasonably necessary to carry out the organisation’s functions. Public health system identifiers may be used by private sector agencies, but only in defined circumstances and with strict controls.

HPP 13  Anonymity

Provided that it is lawful and practicable, individuals should be given the option of not identifying themselves when dealing with health organisations.

HPP 14  Transborder data flows and data flows to Commonwealth agencies

As a general principle, personal health information must not be transferred to a 

Commonwealth agency or an organisation in another state jurisdiction unless the receiving agency applies personal health information privacy policies and procedures 

substantially similar to those of NSW.

HPP 15  Linkage of health records

Personal health information must not be included in a system that links health records of one health service with health records in another health service unless the individual it relates to has expressly consented.


Appendix 3

Form the Area Health Service can require medical students to sign:

Undertaking to observe privacy requirements

I, (name) 
understand that, while I am (employed/contracted*) by the (name of health service), I may have access to personal health information collected for purposes of client/patient care or for administrative, statistical or other purposes. Such personal information includes the identity of, and personal and health information about individual persons.

I undertake not to knowingly access any personal health information unless such information is essential for me to properly and efficiently perform my (duties/contractual obligations*).

I recognise and accept that my access to, holding and use of this information is subject to the Health Privacy Principles contained in the Health Records and Information Privacy Act 2002 (copy of Health Privacy Principles attached) and undertake to comply with those principles and relevant NSW Health policies affecting the collection, holding use or disclosure of the information.

In order to fulfil this undertaking, I will not divulge any personal health information regarding individual persons, except as allowed by the Health Privacy Principles.

I also undertake to follow other information privacy and security procedures as stipulated by NSW Health policies in relation to any personal health information which I access in the course of my (duties/contractual obligations*).

In order to fulfil this undertaking I will ensure that, so far as it is within my control, such information, whether in the form of paper documents, computerised data or in any other form, cannot be viewed by unauthorised persons, and that the information is stored in a secure and orderly manner which prevents unauthorised access.

I further undertake to inform (my supervisor/title of relevant officer*) immediately if I become aware of any breach of privacy or security relating to the information which I access in the course of my (duties/contractual obligations*).

* delete as required

Signed 
…………………………………….  Witnessed ...................................................................


Appendix 4  

Text of NSW Health information leaflet to patients re health privacy matters – to be used by Area Health Services

OUR OBLIGATIONS

The NSW public health service is committed to safeguarding the privacy of patient information, and has implemented measures to comply with its obligations under the Health Records and Information Privacy Act 2002. Our doctors, nurses and other staff are bound by law, by NSW Health privacy policy and by a strict code of conduct to maintain confidentiality of patient information.

This leaflet provides you with details of what personal information is held about you, how you can access this information and the purposes for which your personal information is used and disclosed. Your personal information includes your personal details and personal health information relating to your treatment.

COLLECTION

We collect your personal information so that we can provide you with treatment and advice. Test results and further information collected while you are being treated are kept with your medical record. We only collect information that is relevant and necessary for your treatment and to manage the health service.

While each Area Health Service facility maintains is own paper-based medical record, some of the information stored electronically is linked on an Area basis.

We collect information directly from you, wherever possible. We may need to collect information from other health professionals who have treated you.

In an emergency we may also need to collect information from a family member, friend, carer or other person who can help us to provide you with the best care.

We will take all reasonable steps to ensure the information we collect about you is stored securely. We are required by law to retain medical records for certain periods of time depending on the type of record and facility. We have appropriate systems and policies in place to protect your information from loss, unauthorised access and misuse.

If you do not wish for us to collect certain information about you, you need to tell us and we will discuss with you any consequences this may have for your health care.

USE AND DISCLOSURE

We will use or disclose your information for purposes directly related to your treatment, and in ways that you would reasonably expect for your ongoing care. This may include the transfer of relevant information to your nominated GP, to another treating health service or hospital, to a specialist for a referral, for pathology tests, X-rays, and so on.

We are required to disclose some patient information to State and Commonwealth government agencies to comply with laws regarding the reporting of notifiable diseases and statistics; for example, the registering of births and deaths. Your personal information may be required as evidence in court when subpoenaed.

We may use or disclose patient information for billing, statutory reporting and other purposes required for the operation of the NSW health service, including safety and quality improvement initiatives and billing. For example, where relevant, we may need to disclose patient information to Medicare, private health funds, or the Commonwealth Department of Veterans’ Affairs.

We may use your information to contact you regarding patient satisfaction surveys that help us to evaluate and improve our services.

We may use or disclose your information for the following purposes in accordance with statutory guidelines issued under privacy law:

· for public interest research projects complying with strict protocols and approved by a Human Research and Ethics Committee

· for staff and student training purposes

· for other planning, financial or management purposes for health service activities.

The statutory guidelines ensure that where your information is needed for these purposes and it is impracticable to seek your consent, a minimum amount of personal information is used, and the personal information is handled in accordance with strict standards.

We will seek your consent prior to the use or disclosure of patient information for purposes other than those listed above, such as for fundraising activities.

ACCESS TO YOUR INFORMATION

You are entitled to request access to all personal information including your medical record held by health service providers in NSW. Normally you will be asked to apply for access in writing and provide identification. You may be charged a fee if you request copies of your personal information or medical record.

Access to your personal information may be declined in special circumstances, such as where giving access would put you or another person at risk of harm.

If you believe the information we hold about you is incorrect and an error has been made, please let us know and we will correct the information. If we believe the information is correct, you may request for your view to be noted on the record.

Requests for access to or correction of your medical record should be addressed to your health service provider’s Medical Record Department.

Document noted by Clinical Education Sub Committee 2 May 2005.  

Committee recommended that this document be placed on the 

Faculty Website as a resource for students.
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